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Abstract

The computer networking is increasing day by day. With the growth of computer
network, e-commerce, web service computer security is very important. The detection of
attacks against computer network is becoming a harder problem to solve in the field of
network security. Network intrusion detection (NID) is the process of identifying
network activity that can lead to the compromise of a security policy. The Fuzzy
Intrusion Recognition Engine (FIRE) is a network detection system that uses fuzzy
system to assess malicious activity against computer networks. This paper describes an
efficient intrusion detection system with the fuzzy logic. We specify a set of fuzzy rules
that can be used to detect an intrusion in the network. This paper presents the design of
the FIRE system and discusses how the fuzzy agents are used to perform correlation of
multiple inputs for intrusion detection. All agents communicate with a fuzzy evaluation
engine that combines the results of individual agents using fuzzy rules to produce alerts
that are true to a degree. We have tested our model on some data obtained from
networks under simulated attacks. In this paper, we present some experimental results
that indicate the fuzzy system can easily identify port scanning and unauthorized
servers.
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1. Introduction

Computer security plays an important role in modern communication. To get an efficient
network it should required making the network free from hackings and other evil tasks. If it is not
possible the important data may spread out overall underworld and the peace and mankind may be
at some risk. In our modern world everybody tries to communicate each other but not try to open
his task for others. For this reason an access control list is always maintain in the host net and also
in the server net. But sometimes some people try to access the computer of others illegally and try
to make the data be corrupted and to make sure the system may fall. To stop this efficient step
should be taken. Network intrusion detection is the process of identifying network activity that can
lead to the compromise of a security policy. Intrusion Detection attempts to detect computer attacks
by examining data records observed by process on the same network. These attacks are typically
split into two categories, host-based attacks and network-based attack. Host-based attack may detect
routines normally use system call data from an audit process that tracks all system calls made on
behalf of each user on a particular machine. These audit process usually run on each monitored
machine. Network based attack detection routines typically use network traffic data from a network
packet snuffer [1]. Anomaly Detection identifies activities that vary from established patterns of
users, or groups of users. Maintaining a profile of each authorized user or group is useful in
detecting anomaly attacks in systems, but it is difficult to maintain a behavior profile for each
legitimate user when the number of users increases. Behavior patterns also change with the mental
state of the person and thus detecting anomaly attacks by comparing patterns with user profiles
gives rise to a large number of false positive alerts. In the field of computer security, one of the
most damaging attacks is masquerading, in which an attacker assumes the identity of a legitimate
user in a computer system. The attacks typically occur when an intruder obtains a user’s password
or when a user leaves their workstation unattended without any sort of locking mechanism in place.
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It is difficult to detect this type of security breach at its initiation because the attacker appears to be
a normal user with valid authority and privileges. The next generation of intrusion detection tools
will need to be able to perform correlation analysis of multiple inputs.

The field of intrusion detection is continually evolving. During the last five years, there has
been a significant increase in the level of interest in anomaly detection and misuse detection.
Researchers are trying to give more and more effective intrusion detection system to face the
changing network environment. The problem of intrusion detection has been mentioned in details in
computer security [2, 3, 4].The network information is discussed before the fuzzy logic is applied
[5]. But it is more efficient not only discard network data but also use network information [6]. The
detecting system changes its state and the attacker also changes their pattern. So, more effective
system has to be applied. To face this demand, pattern-matching model has used in intrusion
detection [7]. But the anomaly intrusion is increased day by day. Therefore, the fuzzy logic has
been used in the field of intrusion detection in the network. In fuzzy logic intrusion detection fuzzy
controller used to formulate the rule and got its accuracy [8]. But it cannot face the changing
environment. Therefore, an autonomous agent used to learn system [9]. Among this back
propagation techniques are more efficient in detecting intrusion [10]. Now a day’s different
approach are trying to use to detect the problem of anomaly [11, 12]. Artificial immune systems
have been applied successfully in anomaly based computer network intrusion detection [13, 14, 15].
Data mining based on fuzzy association rules and statistical techniques has used for intrusion
detection [16, 17]. In this paper, we proposed an intrusion detection system using a set of fuzzy
rules for network intrusion detection. Our system can detect port scan and unauthorized servers. The
goal of intrusion detection is to build a system which would automatically scan network activity and
detect such intrusion attacks. Once an attack is detected, the system administrator can be informed
who can take appropriate action to deal with the intrusion. The intrusion detection system is a
system that has been used for detecting the intrusion in the network by using fuzzy logic. Fuzzy
systems have the several important characteristics that suit intrusion detection very well. Fuzzy
systems can readily combine inputs from widely varying sources. Many types of intrusion cannot be
crispy defined and the degree of alert that can occur with intrusions is often fuzzy. The paper is
structured as follows. In section 2 presents the some preliminary concepts of fuzzy logic and
implications. Section 3, describes fuzzy c-means clustering algorithm. Section 4 explains the how
anomaly detects with fuzzy inference rules. A proposed framework for intrusion detection is
presented in section 5. Section 6, evaluates our system through experiments. Finally, we present our
conclusion in section 7 with some discussions.

2. Fuzzy Logic and Operator

A fuzzy system is based on the concept of fuzzy logic. In fuzzy logic, objects can belong to a
set and cannot belong to the set at the same time. Fuzzy sets define the linguistic notions and
membership functions define the true value of such linguistic expressions. The membership degree
to a fuzzy set of an object defines a function so called membership function where the universe of
discourse is the domain and the interval [0,1] is the range. That function is called membership
function [18]. A standard fuzzy space using the triangle function is shown in Fig. 1. With this
linguistic concept, atomic and complex fuzzy logic expressions can be built.

A

1.0
0.6

»
>

1.0 Universe of Discourse

Fig. 1: Triangular membership function for a fuzzy set
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For each classical logic operator (and, or, negation), there is a common fuzzy logic operator.
The fuzzy logic operator has been presented in the Table 1. Where, condition is a complex fuzzy
expression, consequence is an atomic expression and weight is a real number that defines the
confidence of the rule.

Table 1: Fuzzy Logic Operators

Logic Operator Fuzzy Operator
a AND b Min (a, b)
aORDb Max (a, b)
NOT a 1-a

2.1. Implication Relation

Fuzzy if/then rules are conditional statements that describe the dependence of one or more
linguistic variable on another. The underlying analytical form of an if/then rule is a fuzzy relation
called the implication relation. Some implication operators are given below. The Zadeh max-min
implication operator can be represented as

D, [/Ux (a)! Hy (b)] = (/Ux (a) A Hy (a))\/ (1_ Hyx (a))
Thus the membership function of the implication relation can be stated as

#(a,b) = (1 (@) A gy (b)) v (1- 124 (a))

The Mamdani min implication operator is a simplified version of Zadeh max-min proposed by
Mamdani in connection with fuzzy control and is defined as

D, [,ux (a)’ Hy (b)] = Hy (a)/\ Hy (b)
Where, ux(a) = Membership function of a, uy(b) = Membership function of b, v = Fuzzy OR
operation, and A = Fuzzy AND operation respectively.

3. Fuzzy C-Means Clustering
Fuzzy c-means algorithm generates fuzzy sets for every observed feature [19].The fuzzy c-
means (FCM) algorithm minimizes the objective function [20].

J(U,V):Zn:i(uik)mnxk _ViHZ

k=1 i=1

C
Subject to u; [01] and Y u, =1vk. U is the partition matrix that shows to what degree k-th data
i=1
point x, belongs to each cluster as measured by its distance from the prototype of the i-th cluster, V;
and m is a weighting exponent, c is the number of clusters and n is the number of data points. FCM
is an iterative algorithm to find cluster centers that minimize a dissimilarity function.

4. Anomaly Detection with Fuzzy Rules

In the self or non-self space [0,1]", an element x in this space is represented by a vector
(X,,....X, )Where x. €[0,1]- A fuzzy detection rule has the following structure:

If x, €T, A...x, €T, then non_self

Where, (xl,....xn): element of the self/non-self space, Ti: fuzzy set, A: fuzzy conjunction operator (in
our case, min (x)). The fuzzy set T; is defined as a combination of basic fuzzy sets (linguistic
values). Given a set of linguistic values S = {Sy,....,Sn} and a subset 'I:, c S associated to each
fuzzy set T;,
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T = s,

Sje'l:i
Where U corresponds to a fuzzy disjunction operator. We used the addition operator defined as:
/UAUB (X) = min{yA(x)+ Hg (X)'l}

An example of fuzzy detector rules in the self/non-self space with dimension n = 3 and
linguistic values

S={L,M,H}: Ifx, e LA X, e (LUM)A X, € (M UH )then non_self
In our experiments, the basic fuzzy sets correspond to a fuzzy division of the real interval

[0.0, 1.0] using triangular and trapezoidal fuzzy membership functions. Fig. 2 shows an example of
such a division using five basic fuzzy sets.
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Fig. 2: Partition of the interval [0.0, 1.0] in basic fuzzy sets.

Given a set of rules Ry, Ry,...., Ry, the degree of abnormality of a sample x is defined by
/unon_self (X) = i'g?‘ﬁ{evalRi (X)}

Where evalg;i (X) represents the fuzzy true value produced by the evaluation of the condition of
fuzzy rule Ri, and pon_seif (X) represents the degree of membership of x to the non-self set; thus, a
value close to zero means that x is normal and a value close to 1 indicated that it is abnormal. The
purpose of the fuzzy logic operator is to use imprecise and heuristic knowledge to describe the state
of the system as normal or as a specific attack (if the attack is known) or just as an attack (if the
attack is unknown).

4.1 Fuzzy Inference Rules
The fuzzy rules are derived on the basis of system design. They are base on the tuning of the
various combinations. From various combinations the best matches have to be taken as rule. If the
source and destination port is low so there is a possibility of intrusion. A collection of fuzzy rules
with the same input and output variables is called a fuzzy system. Fuzzy rules have the following
forms:
IF condition THEN consequent [weight].

Where, condition is a complex fuzzy expression, consequent means an automatic expression and
weight is real number that defines the confidence of the rule. For example: R: IF ais HIGH and b is
LOW THEN pattern is normal [0.4]. As the difference between the normal and the abnormal are not
distinct, but rather fuzzy, this module can reduce the false signal in determining intrusive activities.
We have proposed a set of fuzzy rules for calculating system data in Table 2. The system data then
have used for intrusion detection. The Fuzzy Controller takes two inputs from System Reader then
applies the rules.
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Table 2: Fuzzy Rules for Calculating System Data

Rule no. | Set of fuzzy rules

1 IF SD=L AND SP=L THEN R=H

2 IF SD =L AND SP=LM THEN R=MH
3 IF SD =L AND SP=M THEN R=M

4 IF SD =L AND SP=MH THEN R=LM
5 IF SD =L AND SP=H THEN R=L

6 IF SD =LM AND SP=L THEN R=H

7 IF SD =LM AND SP=LM THEN R=MH
8 IF SD =LM AND SP=M THEN R=M

9 IF SD =LM AND SP=MH THEN R=LM
10 IF SD =LM AND SP=H THEN R=L

11 IF SD =M AND SP=L THEN R=M

12 IF SD=M AND SP=LM THEN R=MH
13 IF SD=M AND SP=M THEN R=M

14 IF SD=M AND SP=MH THEN R=LM
15 IF SD=M AND SP=H THEN R=L

16 IF SD=MH AND SP=L THEN R=H

17 IF SD=MH AND SP=LM THEN R=MH
18 IF SD=MH AND SP=M THEN R=M

19 IF SD=MH AND SP=MH THEN R=LM
20 IF SD=MH AND SP=H THEN R=L

21 IF SD=H AND SP=L THEN R=MH

22 IF SD=H AND SP=LM THEN R=M

23 IF SD=H AND SP=M THEN R=LM

24 IF SD=H AND SP=MH THEN R=L

25 IF SD=H AND SP=H THEN R=L

5. Proposed Framework for Intrusion Detection

A typical intrusion detection system consists of three functional units: an information source,
an analysis engine and a decision maker [21]. The information source provides a stream of event
records as well as event generator. It monitors different data sources and generates data that are well
formatted and suitable for analysis. The analysis engine finds signs of intrusions. A decision maker
applies some rules on the outcomes of the analysis engine and decides what reactions should be
done based on the outcomes of the analysis engine. The proposed intrusion detection system is a
blackboard-based intrusion detection system that learns new attack patterns and later identifies them
in the computer network. In the system architecture, there are six autonomous agents that interact
with the blackboard. The agents are Network Reader (Al), Initial Analyzer (A2), System Data
Reader (A3), Attack Classifier (A4), Autonomous Agent (A5) and the Report Generation Agent
(A6). The overall proposed architecture of intrusion detection system is presented in Fig. 3. In this
architecture, A1 and A2 process information which are collected from Network and work as an
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event generator. A3 and A4 work as an analysis engine unit with system data. However, A5 and A6
work as a decision making unit.

Event % Decision
Network Data
Al A
A 4 iof i
Network ] System Data ¥ A
Reader AT l .......... Report
A2 {1 Autonomous Generation
it System Agent
Initial Reader A b -
Analyzer | .
7'y | Attack Classifier”
First Tier Second Tier Third Tier
Black Board

Fig. 3: Proposed Intrusion Detection System Architecture

5.1. Network Reader

Al is the Network Reader. It collects network data with the help of a program called
tcpdump. Tcpdump is a network utility tool that records network data in a specific format. The Al
autonomous agent collects network data in groups of 1000 data packets (network activity
information) and pastes them on the blackboard. The network reader pastes the seen data stream on
the blackboard.

5.2. Initial Analyzer

A2 is the initial analyzer. It calls a Rule-based classifier system that is written. This classifier
system analyzes the network data in Fig. 3. This knowledge-base analyzer identifies different
attacks in the system and posts alerts, if any, on the blackboard. The Predefined Feature (K) is in the
form of 6-tuples of parameters. Its characteristic can be defined system as follows.

K =(SYN,DA,DP,W,SEQ,T)

Where, SYN is a flag on TCP header, which identifies a connection request. DA is a
destination IP address of packet. DP is the destination port number. W is a window size of TCP
segment. SEQ is an interval value of two sequence numbers. T is an interval time of two
consecutive TCP segment. It analyzes events with a set of detection rule. To identify intrusive
patterns, by considering the first 4 features of K, sequence of packets must conform to several
conditions. First, a packet must have the SYN flag in its TCP header. Secondly, each packet has the
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same destination IP address (DA) and the same destination port (DP). Finally, the packet must have
the same window size (W).

5.3. System Reader

A3 is the System reader that gathers system specific information on the protected system and
posts it on the blackboard. These system data are very helpful in detecting the extent of damage
caused by any attack. The type of information gathered includes available network bandwidth, CPU
usage, network packets/second, memory usage, number of connections, connection attempts,
protocol, source address to destination ports ratio (variety of ports accessed) and packet length. This
system is read the input membership value for the next agent. The system reader from the system
reads the membership value.

5.4. Attack Classifier

A4 is the attack classifier that identifies different sub-classes of intrusions present in the
network data. This agent sends the system information from the blackboard to a fuzzy classifier that
uses the multiple-fault diagnosis concept to perform the above function and posts its result back to
the blackboard. The result states which kind of attack is present and what its probability of presence
in the dataset is. In our case study, there are two significant features, SD and SP. SD is a value of
source and destination port TCP segments and SP is the service port of two consecutive TCP
segment.

5.5. Autonomous Agents

Ab5 is the autonomous agents that give full details of the attacks. For this system we have used
here the back propagation algorithm [1]. The algorithm calculates the weight for the next layer. The
required equation for calculating weight for the next agent is given below.

W(N +1):W(N)_2[T -, ](DN[]'_(DN]CDN—I

Where, W (N+1) = Next weight or output, W (N) = Previous weight or output taken from the attack
classifier. ®y = Queue length for present system. ®y.; = Queue length for previous System. T =
Packet loss for the current System. On the basis of this weight value the system can take the
decision of the intrusion. These weight values have to send in the next agent and the next agent will
create a warning message.

5.6. Report Generation

A6 is the Report Generation agent displays a complete report of the analysis to the user. The
simple Network intrusion Simulator gives average value for intrusion for an intrusion possibility. If
this value is greater than a certain limit then the system will in a danger zone. On the basis of this
warning message the administrator cut the particular connection. For every connection the
percentage value has to be calculated and then the warning message gives warning to the
administrator at every time.

5.7. Blackboard Architecture

The blackboard architecture is considered one of the most general and flexible knowledge
system architectures for building decision-based applications. As a result, the blackboard-based
architecture is considered a good solution in developing our proposed Intrusion Detection System.
The proposed architecture will also include the use of Autonomous Agents that are software agents,
which perform certain security monitoring functions at a host. The proposed architecture consists of
autonomous agents that are integrated in a blackboard-based architecture and placed in a tier form.

6. Experimental Results
In the experimentation, the rules are created using the fuzzy system editor contained in the
Mathlab Fuzzy Toolbox. This tool contains a graphical user interface that allows the rule designer
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to create membership functions for each input or output variable. In this experimentation we have
used fuzzy inference system.

6.1 Data Collection

A monitor was developed to combine the outputs for detecting attacks. The monitor
determines the fuzzy threats present by applying fuzzy rules to the inputs observed form the Fuzzy
Intrusion Recognition Engine (FIRE). Choosing the best data elements to monitor in the network
stream is critical to the effectiveness of the intrusion detection system. The system monitors all
traffic during a two week sliding collection window. The data is logged on a data collection host
where one or more FIRE agents are present. The individual FIRE agents each monitor a specific
type of data to create a set of observed metrics about its data source. We use observation time
interval of 10 minutes, though this time is chosen somewhat arbitrary. Al together, the five FIRE
agents monitor a total of 64 separate metrics. Over time, the metrics are used to establish the values
for the fuzzy sets in the intrusion recognition engine.

6.2. Port Scanning

Port scanning is one of the serious attacks that intrusion detection tries to detect. The scans
may utilize a variety of protocols. We use SDP to identify a single connection among source,
destination and service port. A complete fuzzy system for the rule set is shown in Fig. 4. Each
system has five membership functions with triangular distribution of each. The input domain has
clipped in leftmost and maximum at the rightmost rules. Therefore, within the rule domain,
distribution has too high or low values.
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Fig. 4: Ports scan detection system. Inputs are the number of source or destination, or port
combinations and the number of service ports observed and the number of destination hosts.
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For evaluation each type of scan for each fuzzy set, we have to apply fuzzy c-means algorithm
to the data gathered during the observation period before running the attacks. This produces the
values used to quantify the fuzzy rules. Representing resulting membership functions for the
number of service ports observed are shown in Fig. 5.
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Fig. 5: Membership functions for the number of observed service ports

6.3. Unauthorized Servers Detection

Another intrusion detection scenario that is potentially more damaging that the prior scenario
is the situation where an attacker has managed to invade a system and install a backdoor or Trojan
horse program that can lead to further compromise. The control surface for this system is shown in
Fig. 6.

Fig. 6: Surface viewer for calculating Intrusion.

This surface viewer gives representation for input and output. The front axis is the number of
source and destination port and retreating axis is the number of service port observes for the system.
Table 3 shows that the simple network intrusion simulator gives average value for intrusion is
59.76% in test case 1, which indicates an intrusion possibility in the existing network and average
value for intrusion is 15.84% in test case 2 that indicates there is no intrusion possibility in the
existing network.
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Table 3: Data sets for Intrusion detection

Test Cases Case 1 Case 2
Total no. of packets that required service | 1404 1233

No. of packet routed 1200 1193

Total packet drop 124 0

Packets left in queue 80 40

No. of times packet drop occurred 10 0
Percentage of packet routed (%) 85.47 96.75
Percentage of packet dropped (%) 8.83 0

Average value for intrusion (%) 59.76 15.84
Possibility for intrusion Intrusion No intrusion

7. Conclusion

Reliance on internet and world wide connectivity has raised the potential damage that can be
inflicted by attacks over internet against remote systems. Successful attacks inevitably occur despite
the best security measures. Therefore, intrusion detection has become a necessary element of
information security to detect malicious attacks with the aim of preserving valuable systems from
widespread damages and identifying vulnerabilities of the intruded system. Anomaly-based network
intrusion detection is a complex process. The variety in the network data stream, the amount of data
to be processed, and he subtle and ever-changing ways that intruders penetrate systems all conspire
to complicate the task. The system successfully detected the intrusion. If the output value is 33% the
system will give a warning message. If the value is greater than 66% then the system will in a
danger zone and required to disconnect the system. This system will run independently and will run
every moment. So it can detect more accurately than existing system. It provides faster system than
previous existing system. It works well on basically anomaly detection and misuse detection. Most
importantly, this research has laid a solid groundwork for fuzzy intrusion detection and revealed
promising areas of continued exploration. The proposed IDS are suitable for large organization.
Therefore, it is very much important to modify the architecture for the small organization. But it
will depend on some factor. The carrier frequency will play a key factor in intrusion detection
system and the frequency distribution will be important in future. Another possibility is to use data
mining algorithm to detect intrusion. Machine learning technique, fuzzy association rule based
classification with the combination of neural network and fuzzy logic may be the greatly improve
the intrusion detection efficiency.
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