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ABSTRACT
This article presents some of the methods used to control traffic in the operation of

a corporate network. They are based on the capabilities provided to the developer by
the software environment implemented on the basis of Tcl/Tk. The issues related to the
creation and use of test (ECHO) servers, the exchange of encrypted secure information,
the interaction with the servers included in the network (PROXY and HTTP) are
described in more detail. Software examples for building client-server objects are
presented. An algorithm for information block exchange between addressee and
recipient with a variable encryption key within a corporate network is presented.
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1 INTRODUCTION
The corporate network is a multi-component system, including a large and diverse number of

components - from personal computers to powerful storage systems, system software and
applications, network adapters, switching and routing equipment, cable systems and more. In each
part of this diverse and complex infrastructure there are different opportunities to optimize and
increase the efficiency of their work, to reduce maintenance costs and ensure the integrity and
security of the transmitted information. Such networks can be used in industry, medicine, science,
etc. [1, 2, 3, 4].

E-health, including the volume, diversity, speed and reliability of health data, is becoming an
integral part of our healthcare. The reliability and security of electronic health networks are key
factors in both the patient's diagnosis and the patient's medical history. With the development of
technology, new and new problems of theoretical and practical nature for e-health arise, which must
be solved. However, the main efforts are aimed at solving the problem of data security and
reliability [5].

Some research focuses on detecting and thwarting the spread of counterfeit drugs through
resilient electronic health networks by recording the logistics requirements for drugs from the
patient's drug production on blockchain. A decentralized network of eleven computer nodes is used
and its performance is compared with other existing methods in different network configurations.
The method has been tested and its reliability has been proven [6].

Other authors are focused on their efforts on improving the Medical Telecommunications
Information Systems Protocol (TMIS). The improvements are associated with the risk of offline
guessing, replay and anonymity attacks. A biometric three-factor protocol with added security
features has been proposed. There are also improvements in the new protocol for monitoring and
verifying the health of patients, presented by Xu et al., Intended for WBAN environments.
Researchers are working to address issues related to replay attacks and privacy issues.
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IMPROVING security is achieved by implementing BAN logic and an automated simulation tool
[7].

The entry of corporate information networks as an active communication and service
environment and means for business, services and production, brings to the fore the issue of
security of information transmitted between local computer networks (such as transmission
medium), as well as the protection of this information from destruction and unlawful encroachments
on unfriendly outsiders (hackers).

Communication within the network is reduced to the exchange of packets in accordance with
accepted protocols. Problems in the realization of this traffic arise due to objective and subjective
reasons.

 Among the group of objective ones, one can point out the various failures of the connection
between the participants in the network, as well as the influence of noise on the integrity of
the data.

 The subjective ones arise from attempts to penetrate the network of unauthorized persons or
destroy the connection by unscrupulous users.

 The events related to the occurrence of traffic failures are usually asynchronous and the fight
against them requires conducting cyclic test procedures to clarify the correct functioning of
the network. As a result of their implementation, the specific session is guaranteed, and
information on the current status of the various participants (in the corporate network) is also
updated.

In the present material are presented software tools (based on Tcl/Tk [8, 9, 10]), realizing
secure data exchange in a corporate network, realized on the basis of TCP / IP. The possibilities for
controlling the status of the individual participants in the network are considered, as well as the use
of information transmission through blocks encoded with a variable key. Based on the concept of
ECHO-SERVERS, implementations of a two-channel corporate protocol with a high degree of
protection are proposed [11, 12, 13, 14].

The article is organized as follows: Section 1: Introduction; Section 2: Network
communication; Section 3: Test servers (ECHO-SERVERS); Section 4: Application of ECHO
servers; Section 5: Building a system for synchronizing data exchange and Section 6: Conclusion.

2 NETWORK COMMUNICATION
2.1. Discipline "Client Server"
At this section, the terms "client" and "server" refer to programs that implement these devices

running Windows. They are written in Tcl / Tk and use the WINSOCK package [12, 15]. The
information protocols are based on TCP / IP. By "computer address" of the corporate network we
mean the corresponding IP address, presented as XX.XX.XX.XX - four-byte address. By "gate" we
mean the channel number provided by WINSOCK for the implementation of the respective
communication. These numbers are a number between 0 and 65535. A URL is the set of IP address
and port number (possibly additional information) that identifies the information source / receiver.
When using DNS, the URL can also be set symbolically in the form known from the INTERNET
(eg http: //dev.corp.nt: 54000).

One or more devices of the following type can be installed on each computer on the corporate
network: client or server. Each of these devices implements exactly one protocol. These protocols
must include the corporate network communication protocol, hereinafter referred to as the corporate
protocol.
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When it is claimed that a computer uses a protocol, it means that a server or client that works
with the protocol is installed on it. Some corporate network participants support only one protocol,
the corporate protocol, but others may support multiple protocols, such as HTTP and the test
protocol described below. It is permissible for a computer to have both a server and a client
installed at the same time, but running on different protocols.

There are several differences between server and client software devices [2, 8, 13]:

 The first is functional - the server receives a query, executes it by running program
processes on its computer and returns results to the requester. This information is transferred
through a special channel, which is maintained until the applicant releases it. The client forms a
request to the server and expects the results from the latter on the implemented information channel.

 The second is related to the implementation of these logical devices. When creating a
server, a channel is first opened on which a request from a potential client is expected. The server
also registers a procedure that is executed immediately after the request occurs. This procedure
automatically obtains the address and port number of the requesting client, as well as a unique
identifier of the established channel between the server and the client (on the server side). After
receiving the request, the server creates a copy of the gate pending a new request from another
client on that port. The customer is informed about the opening of the channel. Then the
information exchange begins.

2.2 Server and client software model.
The client takes the initiative to request a channel to the server, specifying the address of the

server computer and the port number (to which the server is connected). It receives a channel
identifier (from the client), which it then uses in communication. The client decides when to close
the channel and this action is felt by the server, which also releases the local channel.

Formally, the server and client programs look like this:

- Server program.
- Initialization

set serverchan [socket -server Execroutine 50000]

- Execroutine processing procedure.

proc Execroutine { localchan address port } {
if { [catch { gets $localchan } buffer] {
if { [eof $localchan] } {
close $localchan
}
return
}

// Analysis and processing of the application.

puts $localchan $result
}

- Closing the server.

close $serverchan
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Here the server opens to port 50,000 and executes the Execroutine procedure when a client
logs on. The server ID is the contents of the serverchan, which is used when closing. When a client
appears, each of his messages is processed by the Execroutine procedure. The latter automatically
receives as parameters the name of the local channel ID, address and port of the client. It analyzes
the input and if necessary - if the client has closed the channel on his side, closes the channel on the
server side.

- Client program.
- Initialization.

set clientchan [socket 195.96.249.33 50000 ]
fconfigure $clientchan -buffering line

- Processing procedure.

puts $clientchan $query
set result [gets $clientchan]
// Допълнителна обработка и диалог

- Closing the channel on the client side.

close $clientchan

The client accesses a server at 195.96.249.33 and port 50000. The local identifier of the
requested channel is written to the clientchan. The second initialization operator only specifies that
the information will be displayed at once and will not be buffered. At this time, the server should
be initialized (it starts first). The channel is opened on the client side after the client sends the first
message (saved in the query variable) to the server. The client is waiting for a response from the
server in the second processing operator. Then another similar dialogue is possible.

When the client closes its channel with the clientchan ID, the server senses this and closes
its local channel.

In the previous examples, only the principles for building client and server objects are
presented - in a real program, things are much more complex and other Tcl/Tk mechanisms are
included.

3 TEST SERVERS (ECHO-SERVERS)
The main idea for creating tools for testing communication traffic within a distributed

corporate network is based on the concept of ECHO-SERVERS [13]. These are ordinary servers,
which together with their clients implement a mechanism for exchanging messages between the
participants in the network. These messages are service in nature and precede any other transaction.
Below is a simplified software implementation of such ECHO-SERVER devices. and ECHO-
CLIENT. These programs are built on the model discussed in 2.2, but use more Tcl/Tk tools and are
better structured. A global echo structure is created in the server program, which stores all the
information related to a specific communication (client). When the channel is closed (by the client),
the information about it is deleted. Information is read and processed in the background (BACK
GROUND) thanks to the file event operator directed to this channel.

Proc Echo_Server {port}
global echo
set echo(main) [socket -server EchoAccept $port]
}
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proc EchoAccept {sock addr port } {
global echo
set echo(addr,$sock) [list $addr $port]
fconfigure $sock -buffering line
fileevent $sock readable [list Echo $sock]
}
proc Echo {sock} {
global echo
if{ [eof $sock] [catch {gets $sock line] } {
close $sock
unset echo(addr,$sock)
} else {
if { [string compare $line “quit”]==0} {
close $echo(main)
}

// Query processing stored in the line variable.

puts $sock $line
}
}
proc Echo_Client { host port } {
set s [socket $host $port]
fconfigure $s -buffering line
return $s
}

The server program is activated by running:

Echo_Server 50000
vwait forever

It must be started first (on the server computer) and use port 50,000 to wait for a request.

The client program is activated by running (on the client computer):

set s [Echo_Client 194.95.249.33 50000]
puts $s “TEST”
gets $s

It addresses the server's IP address: 194.95.249.33 and port 50000. The client sends a TEST
request to the server (in our case). He then expects a response through his channel.

4 APPLICATION OF ECHO-SERVERS
The ECHO-SERVER test can perform various tests on your computer. It then creates an

information block that he sends to the client. The idea of testing traffic comes down to associating
such a server and client with every computer connected to the corporate network. All these server
and client programs use the same port number and form a specific test protocol, which is used as a
service. Each request to any of the computers according to the corporate protocol is preceded by a
request according to the test protocol. If the request from the request server is accepted, the client
can execute a request to the same server according to the corporate protocol.
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The test requests contain encrypted information and access passwords known to the servers.
In case of coincidence of the verification information and functional suitability on the part of the
server, the latter forms a confirmation message for permission of access. If one of the computers
fails or an intrusion attempt is obtained from an external unauthorized source, the server does not
receive a correct test protocol request or the server does not respond to the request. In both cases, an
application under the corporate protocol is not accepted/sent.

As a side effect, the use of the test protocol allows the construction of a graph for the current
state of the network. Local area networks include specialized (controlling) servers known as routers.
The main task of the latter is to maintain information about the current status of the participants in
the network, together with the times for distribution of requests to the various branches. The use of
the ECHO-servers mechanism allows the expansion of these tools within the corporate network (it
consists of more than one local area network).

5. BUILDING A SYSTEM FOR SYNCHRONIZATION OF DATA EXCHANGE

The corporate network is characterized by the use of several exchange protocols, the most
important of which is the corporate protocol, allowing access to information arrays from corporate
databases. This information is strictly confidential and is often of interest to unauthorized users.
Ensuring the security of information exchange is achieved through the use of specific software
network tools, the most important of which are [9, 21]:

 coding of information blocks by using different cryptographic algorithms [16, 17, 18, 19,
20];

 construction of a parallel synchronizing communication highway, using the mechanism of
ECHO-servers;

 change of the coding keys during the transactions within the framework of a specialized
security test protocol;

 use of connection validity information.

The proposed program implementation is based on the rupture of the corporate protocol into
separate segments, building the information block. Each of these segments is encoded with a
specific key known to the sender and recipient.

The segment is sent only after verification of the connection performed according to the test
protocol. In this procedure, the sender and recipient specify the key used. Upon successful
completion of the test communication, the segment of the corporate protocol is sent.

The test protocol is also coded and contains identification markers. These tags have the
character of passwords (perceived by the participants in the procedure). The key for encoding the
information during the test procedure is the one that was valid at the last transaction of the
participants in the communication.

This discipline creates serious difficulties for hackers due to the double coding of information
and synchronization blocks and the ability to dynamically change the keys in communication. It is
an essential part of designing the overall security system of a corporate network.

In Figure 1 an information block exchange between the addressee and the recipient with a
variable encryption key is presented, within the corporate network illustrating the above.
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Figure 1. Block exchange with variable encryption key
The data block includes fields E1 to En, each of which is encoded with an individual key K2 to

Kn. Each field is sent only after successful exchange of the corresponding synchronization
information B1 to Bn-1.

The synchronization blocks are coded with corresponding switches K1 to Kn-1. Each block Bi
contains a password for access to the addressee and an identifier of the key that will be used to
encrypt the corresponding block Ei. The last of the information blocks En indicates the end of the
exchange and contains control information guaranteeing the integrity of the packet.

The synchronization blocks Bi are transferred to the port (implementing the ECHO server),
while the information Ei is transferred to the port implementing the corporate server.

The chosen approach guarantees the security of the information and its reliable protection
from external access, due to the double-secured security scheme of exchange.

6 CONCLUSION
The methods and means for realization of the communication traffic within the distributed

corporate network presented in this article are the basis for building specialized communication
protocols, compliant with the security requirements (assigned to the objects of this class). They are
an upgrade over the network capabilities offered in Tcl/Tk.

The tools provided by the Tcl/Tk software package offer a convenient approach for the
implementation of secure information exchange, both within an individual company (having
outsourced branches) and within large corporate networks. The built-in mechanism of information
arrays processing in the libraries of Tcl/Tk together with possibilities for realization of the
communication in background mode, make possible the construction of complex logical protocols
without significant increase of the complexity of the projects.

Global research shows that breakthroughs in e-security have been increasing at a faster pace
than measures to protect it. This fact once again shows that research in this area must continue.
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