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Abstract

Password-authenticated key exchange (PAKE) protocols allow parties to share secret
keys in an authentic manner based on an easily memorizable password. On the other
hand, the protocol should resist all types of password guessing attacks, since the
password is of low entropy. Recently Lu Cao proposed a simple three-party password
based authenticated key exchange (S-3 PAKE) protocol and claimed that it can resist
various attacks. Chung and Ku proved impersonation-of-initiator attack, an
impersonation-of-responder attack, and a man-in-the-middle attack on S-3 PAKE
protocol and proposed 3-S PAKE’ protocol to avoid these attacks. Unlike their claims
Phan et al., presented an Undetectable online dictionary attack on S-3 PAKE protocol
and concluded that the same attack holds good for 3-S PAKE’ protocol. In the present
paper an impersonation-of-initiator attack, a man-in-the middle attack and an Unknown
key share attack are demonstrated on S-3 PAKE’ protocol using the Undetectable
online dictionary attack and the countermeasures to avoid the attacks are discussed.

Key-Words: - S-3 PAKE’ protocol, impersonation-of-initiator attack, Unknown key
share attack, man-in-the middle attack, Undetectable on-line dictionary attack.

1. Introduction

In the secure communication areas, key exchange protocol is one of the most important
cryptographic mechanisms, by which a pair of users that communicate over a public unreliable
channel can users only to remember a human-memorable (low-entropy) password, it is rather
simple and efficient. In a three-party PAKE protocol, each client first shares a human-memorable
password with a trusted server, and then when two clients wants to agree a session key, they resort
to the trusted server for authenticating each other. Password-based authenticated key exchange
protocols, however, are vulnerable to password guessing attacks [1] since users usually choose
easy-to-remember passwords. The goal of the attacker is to obtain a legitimate communication
party’s password. In general the password guessing attacks can be divided into three classes and
they are listed below [1]:

» Detectable on-line password guessing attacks: An attacker attempts to use a guessed
password in an on-line transaction. He/She verifies the correctness of his’her guess using the
response from server. A failed guess can be detected and logged by the server.

« Undetectable on-line password guessing attacks: Similar to Detectable on-line password
guessing attack, an attacker tries to verify a password guess in an on-line transaction. However, a
failed guess cannot be detected and logged by server, as server is not able to distinguish an honest
request from a malicious one.

» Off-line password guessing attacks: An attacker guesses a password and verifies his/her
guess off-line. No participation of server isrequired, so the server does not notice the attack.

The first practical key exchange protocol is proposed by Diffie-Hellman [2]. Subsequently,
many other two-party PAKE protocols have been proposed [3, 4, 5, 6, 7]. The first PAKE protocol,
known as Encrypted key Exchange (EKE), was proposed by Bellovin and Merritt [8]. Two party
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PAKE protocols are only suitable for the client-server architecture, many researchers have recently
begun to study the three-party PAKE protocols [9 , 10, 11, 12, 13]. Recently, Lu and Cao [14]
proposed a simple three-party key exchange (SPAKE) protocol based on the chosen-bases
computational Diffie-Hellman (CCDH) assumption. They claimed that their protocol can resist
various attacks and is superior to similar protocols with respect to efficiency. Overriding their
claims Chung and Ku proved that S-3 PAKE protocol is vulnerable to an impersonation-of-initiator
attack, an impersonation-of-responder attack and a man-in-the middle attack and suggested a
countermeasure to resist these attacks. Overriding their claims, Phan et al., proved that S-3 PAKE
protocol falls to undetectable online dictionary attack [15] and claimed that the same attack holds
good for Chung and Ku protocol.

In this paper an impersonation-of-initiator attack, a man-in-the middle attack and an Unknown
key share attack on S-3 PAKE' protocol using the Undetectable on-line dictionary attack are
demonstrated.

The paper is organized as follows:. section 2 briefly reviews the Chung and Ku S-3 PAKE’
protocol and the undetectable online dictionary attack. Section 3 describes the impersonation-of -
initiator attack, a man-in-the middle attack and an Unknown Key share attack on S-3 PAKE’
protocol. Section 4 gives the countermeasure and the concluding remarks.

2. Review of S-3 PAKE’ protocol
This section presents a simple three-party password based key exchange protocol (S-3PAKE’)
and Undetectable online dictionary attack on S-3 PAKE’ protocol.

Notations

(G, g, p): afinite cyclic group G generated by an element g of prime order p.
S: atrusted server

A, B: two clients.

pwa: the password shared between A and S.

pwg: the password shared between B and S.

H, H': two secure one-way hash functions.

A B S
Public information : G,g,p,H,M,N
Information shared between client and server S © PW,, PW,
Information held by User A D PW,
Information held by User B D PW,
XeZ,
X =g*.M™
IDA[IX N
yez,
Y =gY.NP
IDAIXI1Dg Y

g =X/M" g7 =(g"f
g’ =Y/N™, g —(g"f
X':gyZ.H(IDA,IDB,IDS,gX)F>WA
Y':gxz.H(IDB,IDA,IDS,gy)PWB
¢ X"
gxz:Y'/H(IDB,IDA,IDS,gy)PWB

gxyz :(gxz)y
a=H(ID,,1D,,g")
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X'|le

g” = X'/H(ID,,1D,, ID,g* )™
verify o

B=H(IDg,1D,,9™)

sk, =H'(ID,,IDg,9)

TN

Verify
sk, =H'(ID,,1D,,g™)

Fig 1: simple three party password authenticated key exchange’ protocol

Let us assume two clients, such as A and B, wish to agree upon a common session key.
However, as they do not hold any shared information in advance, they cannot directly authenticate
each other and have to resort to the trusted server Sfor a session key agreement.

The detailed steps of the SSPAKE’ protocol are described as follows:

Stepla: A chooses arandom number x <z and computes X =g*.M ", then sends ID, || X to B.
Steplb: upon receiving 1D, || X , B also chooses arandom number y e Z = and computes v = g¥ N ™,
then sends ID, || X || IDg ||Y tOS.

Step2a: Uponreceiving ID, || X || 1D, ||Y , the server S first uses the passwords pw, and pw, to
compute g* =X /M™ and g¥ =Y /N respectively.

Step2b: Then, she chooses another random number ; <z and computes g= = (g*)', g~ =(g’ ) -
Finally she sends x'||y' to B, where x'=g* H(ID,,ID,, ID,,g*)"+ and Y'= g**.H(ID,,ID,,ID,,g"*)™

Step3a: B computes g =Y'/H(ID,,ID,,1D,,g*)™: and ¢ =H(ID,,ID,,g**)and sends x' .

Step3b: A computes g = x'/H(ID,, 1D, ID,,g*)™ and verifies H(ID,,ID,,g™*) =« , If thereceived a =
computed « then B is authenticated by A.

Step3c: A computes the sessionkey sk, =H'(ID,,I1D,,g**) ad s=H,(ID,,ID,,g**)and sends S to B.
Step3d: B verifies g=H,(ID,,ID,,gv)if the received = computed /S then A is authenticated by B.
The session key sk, =H'(ID,, ID,,g*") IS determined.

Figure 1 illustrates simple three party password authenticated key exchange' protocol

2. A. Undetectable online dictionary attack on S-3 PAKE’ protocol

Undetectable online dictionary attack on S-3PAKE’ can be mounted by any adversary, such
as C as shown in figure 2. The following steps explains the attack in detail[15].

Stepl: Choose x",y e Z,,.

Step2: For all guesses of pw, and pw,
Step2a: Computex* = g* .M+ and y= = g» N"V'
Step2b: Send Ip,, x*, ID,,Y * tOS.
Step2c: Server Computes x== X * /M™% = g MP"» /M™% and y= =y = NP"s = g NPYs NP
Step2d: S selects z e z, and computes x = (y™*).H,(ID,, ID,,ID;, X *)™ and
Y'* = (X*)!.H(IDg, ID,, IDg,Y *)" VB
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Step2e: Sreturns x 'y

Step2f: Compute x ' = x"* H,(ID,, ID,, ID;, g*)™" =

(Y*).H,(ID,, ID,, ID;, X*)™ / H,(ID,, ID,, ID;, g)™ = (g* .N""* /N"¥) H,(ID,, D, IDg, X "*)™ /
H,(ID,,1Dg, 1D, g* )™ and

Y'"*=Y"*H, (IDg, ID,, IDg,Y"*)™" = (X**)* H,(IDg, ID,, IDg,Y*)™ / H,(IDg, ID,, IDg, Y **)**" =

(@ MP¥* [MP"%) H, (1D, 1D,, 1D, Y"™*)™ /

Hl(IDB,IDA,IDS,Y'*)PWB*

C S
X,y ez,
Guess pw *, and PW *
x*:gx*'M PW*,
Y*=g” N
1Dy, X*IDg Y * N

X% = X* M =g MY [ M P
YH*=Y* NP = g NPV NPT
zeZ,
X"*=(Y"*)".H,(ID,, 1Dy, IDg, X *)™
Y'* = (X"*).H,(IDg,ID,, ID;,Y"* )"

XY™

<
X"'*:X"*.Hl(IDA.|DB,|stg*)PWA*
= (Y**)Y.H,(ID,, ID,, IDg, X**)™ / H,(ID,, ID,, ID5, g*")""*"
_ (gy*_NPW*B/NPWB).Hl(lDA,IDB,IDS,X'*)PWA/ Hl(lDA,lDB,IDsng*)PWA*

Y=Y H (IDg,ID,, IDg,Y ™)™
= (X*)*.H,(IDg, ID,, IDg,Y*)™ [ H,(IDg, ID,, IDg, Y * )™
= (¥ M"Y IMP%Y H, (ID,, 1D, ID,,Y™* )™ / H,(IDg,ID,, 1D, ,Y *)™"

Fig.2: Undetectable on-line dictionary attack on simple three party password authenticated key exchange’
protocol

Step2g: Check [X"]¥7 = [Y""]*)" , Clearly, if the password guesses pw, * and pw, * are correct,
this equality would be satisfied.

3. Attacks on S-3PAKE’ protocol

This section describes impersonation of initiator attack, man in the middle attack and
unknown key share attacks on S-3PAKE’ protocol.

3. A. Impersonation-of- initiator attack

The attack sequence after mounting Undetectable on-line dictionary attack on simple three
party password authenticated key exchange' (S-3PAKE’) leads to impersonating initiator attack.
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C can impersonate A and make B believe that it is communicating with A, but it is actually
communicating with C.
Any legitimate client, say C, who has shared pw, with S, can impersonate A to initiate an
instance of the protocol with B (after mounting Undetectable on-line password guessing attack as
shown infig.2) asin the following:

Stepla: C chooses arandom number we Z, to compute W «<— g*.M ™, and then impersonates A
tosend 1D, ||W to B.

Steplb: Upon receiving 1D, |[W , B chooses a random number y € Z to compute Y «<—g”.N™*,
and then sends ID, ||W || ID; ||Y to S. In the meanwhile, C intercepts the message sent from B, and
replaces the identifier A in this message with C. Next, C sends 1D, |[W || 1D, ||Y to S.

Step2a: Upon receiving ID, ||W||ID; ||Y, S uses pw, and pw, to compute g" «W /M ™ and
g’ <Y /NP  respectively, according to the identifiers contained in the received message.

Step2b: In addition, S chooses a random number z € Z , and then computes g™ «(g")* and

g” «<—(g”)*. Next, S computes W'« g*.H(ID., ID;, IDy,g")™ and
Y'«<-g".H(IDg,ID.,IDg,g”)™ and then sends W'||Y' to B.

Step3a: C intercepts W'||Y' and modifies Y' asfollows:

(i) C computesg™ <« Y'H(IDg, ID.,ID,g”)™ where g” <Y /N ™ (Y-received in step 1b, pw,
is determined by mounting undetectable on-line password guessing attack as showninfig. 2, N is
an element of G).

(i) Y*=g"™.H(IDg,1D,,IDg,g”)™ (To make B believe that it is communicating with A).

(iif) Now C sends W'|| Y™ to B.

Step3b: Upon receiving W'||Y'*, B uses pw, to compute g"* «-Y"™* H(ID,,ID,,IDs,g")"™, and
then uses y to compute g™ =(g™)’. Next, B computes « <« H(ID,,ID;,g") and then
forwards W'|| & to A. In the meanwhile C intercepts the message sent from B.

Step3c: C computes g” «W'/H(ID,,ID,,ID,,g")™, ¢* =(g”)". and g« H(IDy,1D,,g"") and
then impersonates A to send £ to B. In addition, C computes SK, «~ H'(ID,,ID;,g"") as the
session key for securing subsequent communications with B.

Step3d: Upon receiving g , B computes H(IDg,ID,,g""). Since the computed
H(IDg,ID,,g”") isequa to the received S , B is convinced that g"¥ is valid. In addition, B
computes SK; < H'(ID,, ID;,g”") asthe session key for securing subsequent communications.
Clearly, B isbelieving that C is A, SK, = SK;, C can successfully impersonate A to communicate
with B. Thus, the S-3 PAKE’ protocol cannot resist the impersonation —of-initiator attack.

Figure 3 illustrates impersonation-of-initiator attack.

C B C S
Public information : G,g,pH,M,N
Information shared between client and server S - PWg, PW,
Information held by User C D PW,
Information held by User B D PW,

weZ,

W« g"“.M P*

ID
A”\N % y c Z )
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Y=g N

IDA|W][1Dg IY N
C intercept this message
and sends ID, |[[W || ID; ||Y toS
g" «<W/MPMe, g" «(g")*
9" «(9”)’
W'« g*”.H(ID.,IDg,IDg,g")"™e
Y'«< g".H(IDg,ID.,1Dg,g")"™e
WV
¢ Y

Since C knows the password of B
g’ «<Y/NP
(Y-received, pw, -determined by mounting
undetectable on-line password guessing attack, N-an element of G).
g" «Y*H(IDg,I1D,,IDg,g")"™
Y" will be modified
i.e Y*=g".H(IDg,ID,,IDg,g”)™
¢ Wy ™
g" «Y*H(IDg,ID,,IDg,g")"™
a <« H(ID,,1Dg,9"™)
g gy
9" «W/H(IQ,, 10, IRy, g")™
verify o
S« H(IDg,ID,,g”™)
SK, « H'(ID,,IDg,g"")

—L 5 ety B
SK, « H'(ID,, 1D, ,g"™)

Fig 3: Impersonation of Initiator attack on simple three party password authenticated key exchange’ protocol.

3. B. Man-in-the middle attack

Stepla: A chooses arandom number x € Z,, to compute X «<— g*.M " andthen ID, || X to B. In
the meanwhile, C intercepts the message sent from A, and then chooses 2 random numbers ve Z |
and we Z, tocompute V < g".N* and W <« g".M ™, respectively. Next, C sends ID, ||W to
B.

Steplb: B chooses a random number y e Z, to compute Y «— g’.N ™, and then sends ID,, W,
ID;, Y, to S. In the meanwhile, C intercepts the message sent from B, and then sends ID,, W, ID.,
V, and ID., W, IDg, Y, to S to establish two concurrent sessions session; and session,. The
message ID,, X, ID., V is used for the session; in which C impersonates B to respond to the
request sent from A, and the message ID., W, ID;, Y is used for the session; in which C
Impersonates A to initiate the instance of the protocol with B.
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Step2a: Upon receiving ID,, X, ID., V in sessionl, S uses pw, and pw. to compute

g* < X/M"™ and g« V/NP™ respectively, according to the identifiers contained in the
received message in addition, S chooses a random number z, € Z; to compute g™ <« (g*)* and
g «(g")". Next, S computes X'=g"“.H(ID,,ID.,ID,g")"™ and
V'=g™.H(ID.,ID,,IDg,g")"™ andthensends X'||V' to C.

Step2b: Simultaneously, upon receiving 1D, [[W [ IDg ||Y in session2, S uses pw, and pw, to
compute g" «W /M ™ and g’ <~ Y /N respectively, according to the identifiers contained in
the received message in addition, S chooses a random number z, € Z,, to compute g™ < (g")*
and 9’ «(9”)?. Next, S computes W'=g*2.H(ID.,IDg,IDs,g")™e and
Y'=g".H(IDg,ID.,IDg,g”*)™ andthen sends W'||Y' to B.

Step3a: Upon receiving X'||V' in session;, C computes g™ =V'/H(ID.,ID,,I1D,g")"™ and
g™ =(g™)". Next, C computes 1« H(ID,,ID,,g*"). Now, C will modify X" asfollows:

(i) C calculates g™ = X'/H(ID,,ID.,1D;,g”)"™ [g* = X /M ™ where X isreceived in step 1a, M
isan element in G, pw, aready obtained as shownin fig.2].

(i) X*=g"™.H(ID,,IDg,IDs,g*)™* [To make A believe that it is communicating with B].

(iii) Now C forwards X™* || 1 to A.

(iv) C computes SK', =H'(ID,,I1D;,g™") asthe session key for securing subsequent
communications with A in session;.

Step3b: The message W'||Y" is sent from server to B. Thisisintercepted by C. C will modify Y' as
follows:

(i) C computes g** =Y'/H(IDg,1D,,ID;,g*)™ [where g¥ «~Y/N™ | Y is received in step 1b
from B, N is an element in G and PW,; is obtained by mounting Undetectable on-line dictionary
attack as showninfig.2].

(i) Now Y™ =g"=.H(ID,,I1D,,IDs,g”)"™ [To make B believethat it is communicating with A].
(iii) Now C forwards W'||Y"™* to B.

Step3c: Simultaneously, upon receiving W'[|Y™ in session,, B uses PW, to compute
g"? =Y */H(IDg,ID,,ID,,g”)"™, and then uses y to compute g™ =(g"?)”. Next, B computes
y=H(ID,,1Dg,g9"*), and then forwards W'|| » to A. In the meanwhile, C intercepts the message
sent from B.

Step3d: Upon receiving X™||4 in sessiom, A computes g = X"*/H(ID,,1D;,ID;,g*)"™ and
g™ =(g"™)*, and then computes H(ID,,ID;,g**). Since the computed H(ID,,ID;,g™*) is
equal to the recelved hash value. A is convinced that g“* is valid. Next, A computes
o=H(ID,,IDg,g™) and returns o to B. In addition, A computes SK, =H'(ID,,ID;,9"*) as
the session key for securing subsequent communications in session;. Simultaneously, in session,, C
computes g2 =W'/H(ID,,IDg,g")™, g™ =(g")" and 6§ =H(ID,,ID,,g"*) as the session
key for securing subsequent communications with B in sessions,.

Step3e: C intercepts o sent by A to B in session;. Simultaneously, upon receiving &, B is
convinced that g™* isvalid. In addition, B computes SK, =H'(ID,,1D,,g"*) asthe session key
for securing subsequent communications in session,.
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Conseguently, A believes C as B and B believesC asA. Since SK;'=SK, and SK,'=SK;,C
can decrypt all the ciphertexts transmitted between A and B. Thus, the S-3PAKE’ protocol cannot
resist man-in-the-middle attack.

3. C. Unknown Key Share attack on S-3 PAKE’ protocol

Now let A and B want to establish a session. Then C acts as attacker (after mounting
Undetectable on-line password guessing attack). Server believes that A and C wants to establish a
session key. A believesthat it is communicating with B. But A is actually communicating with C .

Stepla: A chooses arandom number x € Z  and compute X < g*.M ™, and then sends
ID, || X to B.

A C S
Public information : G,0,p,H,M,N
Information shared between client and server S - PW,, PW,
Information held by User C D PW,
Information held by User B D PW,
XeZ,
X < g*.M P
ID A lIX
_A—”_> W e Zp
W =g".N™e
IDA”XHIDclM/ > gx «— x /M pwa
gXZ — (gX)Z
g" «W/NPe
9" =(g")’

X'=g".H(ID,,ID,,IDg,g*)™

W':g"Z.H(IDC,IDA,IDS,gW)pWC
« X W
g*“ «W'/H(ID.,ID,,IDs,g")"™
a <« H(ID,,1Dg,9™")
g)(ZW (_(gXZ)W
Now, g* = X /M P
(X-received from A, M-an lement in G
PW , -obtained by Undetectable on-line
password guessing attack)
Find g"* <~ X'/H(ID,, ID,,ID,,g*)"
Compute X"*=g"*.H(ID,, IDg, 1D g*)™"
(i.e. X" ismodified to make A believe that it is
communicating with B)
X"*le
g" < X"*/H(ID,,1D,IDg,g")"
verify o
B= H(IDB’ IDA’gXWZ)
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SK, <~ H'(ID,,1Dg,9™)

—f verify
SK, < H'(ID,,1D,,g™")

Fig 4: Unknown Key share attack on simple three party password authenticated key exchange' protocol.

Steplb: C intercepts the messagei.e. ID, || X . Uponreceiving ID, || X, C aso chooses arandom
number we Z, and computes W «<— g".N ™, thensends ID, || X || ID. [|W toS.

Step2a: Uponreceiving ID, || X || 1D, ||W , the server S first uses the passwords pw, and pw, to
compute g* <~ X /M ™ and g" «~W /NP respectively.

Step2b: Then, she chooses another random number z € Z,, and computes g™ =(g")*,

g™ =(g")*. Finaly, shesends X'||W" to B, where X'=g".H(ID,,ID.,IDg,g")" and
W'=g*.H(ID.,ID,,ID,,g")"™

Step3a: Upon receiving X'||W', C computes g «~W'/H(ID.,ID,,IDs,g")",

a <« H(ID,,I1Dg,g™) and g™ « (g™)".

Step3b: X' ismodified as follows to make A believe that it is communicating with B.

(i) Cwillfind g" « X'/H(ID,,ID,,ID;,g"*)"

(i) C computes g* = X /M ™ (X isreceived from A in step 1a, M isan element in G, PW, is
obtained by mounting Undetectable on-line dictionary attack as shown in fig.2).

(iii) C computes X'*=g"*.H(ID,,ID,,1D; g*)"" and forwards X ||« .

Step3c: A computes g** «— X"*/H(ID,, ID.,IDs,g*)"™, 9" « (g™)" and verifies
H(ID,,IDg,g™) if thereceived « = computed « then B is authenticated by A.

Step3d: A computes the session key SK, « H'(ID,,1D,,9™*) and g =H(ID;,1D,,9*)sends
f toB.

Step3e: B verifies f=H(ID;,1D,,g™) if thereceived = computed S then A isauthenticated
by B. The session key SK; «— H'(ID,,ID;,g™") isdetermined.

Figure 4 illustrates impersonation-of-the responder attack.

4. CONCLUSION

Password-authenticated key exchange (PAKE) protocols allow parties to share secret keysin an
authentic manner based on an easily memorizable password. On the other hand, the protocol should
resist all types of password guessing attacks, since the password is of low entropy. Recently Lu Cao
proposed a smple three-party password based authenticated key exchange (S-3 PAKE) protocol and
claimed that it can resist various attacks. Chung and Ku proved impersonation-of-initiator attack, an
impersonation-of-responder attack, and a man-in-the-middle attack on S-3 PAKE protocol and
proposed S-3 PAKE' protocol to avoid these attacks. Unlike their claims Phan et al., presented an
Undetectable online dictionary attack on the above protocol. In the present paper, an impersonation-
of-initiator attack, a man-in-the middle attack and an Unknown key share attack are demonstrated on
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S-3PAKE’ protocol using the Undetectable online dictionary attack proposed by Phan et a. Hence S
3PAKE'’ protocols should be designed such that they resist al types of password guessing attacks.
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