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Abstract

This research introduces the analysis of the request and reply message for
infected and victim machine. The problem of the research is cannot focus on specific
scanning worm protocol to detect the scanning worm. The Internet worm attacks
different destination victims by a used Internet protocol that support three main
protocols TCP, UDP and ICMP regarding transport and control protocol, the research
studied three main protocols, TCP, UDP, and ICMP that used by different scanning
worms. The research focused on a request from infected machines and a reply message
from the victim. The study found a new failure message that depends on the type of
protocol that uses it via scanning worm.
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1. Introduction

A Worms are causing a huge economic loss [1, 2], every year the worms cause tens billions of

dollars lost in damages to businesses around the world (Rohloff and Basar 2005; Tikkanen and
Virtanen 2005; Tang, Luo et al. 2009). Only CodeRed | worm attack was widespread across the
world and wasted more than twenty billion dollars [3]. The Witty worm appeared in 2004 infected
110 hosts in the first 10 seconds, and 160 at the end of 30 seconds. Conficker worm, detected in
November 2008, a computer worm targeting the Microsoft Windows operating system, once
infected 15 million hosts and sank French navy network [4].
A computer worm is a self-replicating program on the network. It uses a network to send copies of
itself to another computer on the network, and it can do without any user’s intervention [5, 6]. The
worm attacks the IP addresses, so that, we received several failure connections when the computer
infected by the worm.

An ICMP “Destination Unreachable” returned only when the IP addresses is unused. See
Figure 1.
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Figure 1. ICMP message
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When a SYN packet is sent to a used IP address with destination port closed, TCP RESET
packet is returned. See Figure 2.
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Figure 2. RESET message

Many researchers [7, 8] focus to detect the worms depend on ICMP unreachable message,
that received it from different destination IP addresses or fusses only ICMP unreachable with the
reset message. So that, there is a high false alarm for the methods that depend on these failure
connections and cause slow detection, because the infected machine received other failure
connections and the current technique does not consider it.

2. Internet Worm Protocol Attack

Internet Protocol is the Internet layer protocol. IP’s function is to provide a protocol to
integrate heterogeneous networks together [9]. Internet worm used this protocol to transfer itself.
After the Internet worm found the target, the Internet worm attacks different destination victims by
a used Internet protocol that support three main protocols TCP, UDP and ICMP regarding transport
and control protocol [10, 11]. See Figure 3.
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Figure 3. Internet Protocol Layers

TCP packets and UDP packets are in transport layer and ICMP packets are in the Internet or network
layer [12]. TCP is a connection oriented, reliable, ordered, byte-stream protocol with implicit flow control. A
sending host divides the data stream into individual segments. Each segment is classified with explicit
sequence numbers into warranty ordering and reliability [13].
UDP is connectionless; it is a fast, but does not a warranty that any data packets will arrive at their
destination. UDP is accepted sometimes because it has been less overhead, and thus, is quicker. Even though
UDP is not under warranty, most UDP packets end up going where they are expected [14]. All TCP packets
and UDP packets must have a source and destination port number [15]. TCP and UDP ports are humbered
between 1 and 65,535.
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ICMP is one of the core protocols of the Internet Protocol Suite. The network to send error messages
mainly uses it. ICMP to pass the error message from the host to another host or a host and a network device
such as a router, for instance, if a requested service is not available or that a host or router could not be
reached. ICMP has no port numbers. It uses ICMP message types and codes instead [16].

ICMP can also be used to relay query messages as destination unreachable, source quench, time
exceeded, parameter problems, and redirection [17]. See Figure 4.

Error Reporting

Destination Unreachable Source Quench Time Exceeded Parameter problem Redirection

Type: 3 Tvpe 4 Type: 11 Type: 12 Type 5

Figure 4. ICMP Error Message

When a host cannot deliver a message to a destination, the router sends an ICMP-Type 3 Destination
Unreachable and gets a message back to the source host that initiated the datagram. Note that destination
unreachable messages, furthermore, created by either a router or the destination host [18]. Originally, an
ICMP-T3 message should include the original IP header and at least 8 bytes of next layer protocol. The
ICMP-T3 message should include as much of the original message as possible as shown in Figure 5, with a
maximum of 576 bytes for the entire packet [19].

The ICMP Time Exceeded Message is a message that is generated by a gateway to inform the source
of a discarded datagram, due to the time to live reaching zero. An ICMP time exceeded message can also be
sent by a host if it fails to reassemble a fragmented datagram within its time limit in addition to error
reporting [20].

IP Header
= § bytes payload MR M s Header

= 8 bytespayload
Ornginal Packet ICMP Message

Figure 5. ICMP in Internet Protocol

This is accomplished through the query messages, a group of four different pairs of messages, as
shown in Figure 6 the echo-request and echo-reply messages are designed for diagnostic purposes. Network
managers and users take advantage of this pair of messages to identify network problems. The combination
of echo-request and echo-reply messages’ detentions, whether two systems (hosts or routers) can
communicate with each other [21].
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Figure 6: ICMP Query Message

In this paper, we show the failure connections that receive it from different worms that use different
protocol for scanning.

In this paper, we introduce analysis the request and reply for scanning internet worms. The analysis is
the process of breaking a complex topic or material into smaller parts to acquire a better understanding of it.
The paper focuses on three main protocols, TCP, UDP and ICMP.

3. TCP Internet Worm Attack

TCP has six control flags in the TCP protocol. Each bit of a control flag gives to acknowledge to the
other machine sides. The Fin Flag (FIN) sender transmits a FIN flag when it has no more data to transmit.
The Synchronize flag (SYN) is used to synchronize the sequence number. The Reset Flag (RST) sends a
packet with an RST flag when it wants to fail the connection. When the sender requests the receiver to
deliver the data to the application program immediately, it puts a Push Flag (PSH). Acknowledgment Flag
(ACK) means the TCP header includes the acknowledged sequence number. Normally, all packets except
for the first packet in a connection have ACK flags. Urgent Flag (URG) means the packet includes some
urgent data [22].

A TCP connection is always starting with the 3-way handshake, which establishes and negotiates the

actual connection over which data will be sent. The whole session is begun with a SYN packet, then a
SYN/ACK packet and finally, an ACK packet to acknowledge the whole session establishment [23].
Some worms used TCP to find the victim. In TCP worm scanning, there are two important conditions to
transfer the worm from the infector machine to the victim. The first condition when the worm IP target
address is used in a victim B. The second important condition is to transfer the worm from computer A to
computer B when the port for computer B is open as shown in Figure 7.
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Figure 7. TCP Open Connection

After that, computer A replicates itself to computer B as shown in Figure 8, and closes the connection.
When a TCP connection is closed, computer A sends FIN and computer B replies by ACK.
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When the IP address is unused in the destination IP address; the router returned an ICMP Destination
Unreachable to source IP (infector computer) [24]. See Figure 9.
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Figure 9. SYN Request Status When the Destination IP is Unused

When the worm sends a SYN packet from the source IP address to a destination IP that is being used,
but if the destination port is closed, then it returns the RST/ACK packet [24]. See Figure 10.
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Figure 10. SYN Request Status When Destination Port is Closed

Whenever, a destination host does not reply, the router discards a packet due to a time-out, it will
generate a Time Exceeded Type 11 ICMP [25], as shown in Figure 11.
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Figure 11. Router Reply for SYN When Destination IP is not Responded

Also, there are worms use stealth attacks like Ramen worm that uses FIN scan [23]. There are three
types of stealthy scan in TCP protocol namely (FIN) scan, (FIN, URG, PSH) scan and (Null) scan. The null
scan means that no flag is sent [26]. In the study, they are called ‘stealth’ scans because they send a single
flag to a TCP port without any TCP handshaking or additional packet transfers. This scan type sends a
single flag with the expectation of a single reply. In this FIN scan, TCP port is closed so the remote station
sends an RST/ACK frame response to the FIN packet [27]. The worms can use stealth scan to attack other
machines [28]. Figure 12, shows the stealth scan sends request but the port is closed so the remote station
sends an RST/ACK frame response.
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Figure 12. TCP/Stealth Scanning When the Port Victim is Closed
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SYN scan considers no response to indicate a filtered port, while a stealth scan treats the same as
open or filtered [29], as shown in Figure 13.
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Figure 13: TCP/Stealth Scanning When the Port of Victim is Opened

4. UDP Internet Worm Attack

UDP is a connectionless protocol that means it does not require a formal handshake to get the data
flowing. UDP has no need for SYNs, ASKs, FINs, or any other handshaking [30]. With the UDP protocol,
the packets are sent and received without warning attention, and previous notice is not usually expected.
Worms also used UDP protocol to connect or scan with other hosts. In Figure 14, the worm sends a request
by using UDP protocol. The destination host does not respond. UDP is considered to be open with filter [27].
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Figure 14. UDP Opening Port With Filtered

Destination port that responds with UDP data is indicative of an open port as shown in Figure 15.
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Figure 15. UDP Open Port

If the port for the victim is closed, it responds with an ICMP Port Unreachable ‘ICMP Type 3 Code 3’,
as shown in Figure 16. When the IP is unused, the router replies ICMP Unreachable Host ‘ICMP Type 3
Code 1’ to infector machine [27]. See Figure 2.16.
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Figure 16. UDP Request Status When the Destination Port is Closed
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Figure 17 UDP Request Status When Destination IP is Unused
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In the case of a host or router discards a packet due to a time-out. It will generate an ICMP Time
Exceeded [27]. See Figure 18.
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Figure 18. UDP Request Status When Destination IP is not Responded

5. ICMP Internet Worm attack

The ping or ICMP scan sends a single ICMP echo request from infector to the victims. The victim
responds from an active device will return an ICMP echo reply, unless the IP address is not available on the
network or the ICMP protocol is filtered.

A response from a victim will return an ICMP echo reply as shown in Figure 19, unless the IP address
is not available on the network or ICMP is filtered [27].
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Figure 19: ICMP Echo reply

If the IP of the victim is not available on the network or a packet filter is preventing ICMP packets
from passing, there will be no response to the echo frame [27]. See Figure 20.
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Figure 20. ICMP Echo Request

When the IP is unused in the victim, the router replies ICMP Unreachable Host to the infector
machine. See Figure 21.
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Figure 21. ICMP Request Status When Destination IP is Unused

If a host or router discards a packet due to a time-out, it will generate an ICMP Time Exceeded [27].

See Figure 22.
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Figure 22. ICMP Request Status When Destination IP is not Responded

6. Conclusion

In this research, we introduced the several types of internet worms, the worm attacks the IP
addresses, so that, we received several failure connections when the worm infects the computer.
The research focused on a request from infected machine and a reply message from the victim. The
study found a new failure messages that depend on the type of protocol that uses it via scanning
worm and by these the new messages, we can detecting the internet worm faster than the previous
techniques.
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