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Abstract 

The main reason for Denial of Service (DoS) is to disallow or block unauthorized 
users from accessing a particular network. This paper work proposed a solution to the 
issue of DoS attack Android Operating system. An application is developed to perform 
the detection of Dos attack on Android OS. In the developed application, a list of 
malicious Internet Protocol (IP) access the network, the application first checks the IP 
against this list and if it is not among the malicious addresses, it is accepted, if not it is 
denied access to the required service. A packet size limit is set for authorized addresses, 
when this limit is exceeded they get terminated. In developing the DoS application, 
HTML5/Javascript (JQuery and Angular JS)- Development Language is used. 
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1.0   INTRODUCTION 
In Computing, Denial-of –Service (DOS) attack, is when an attacker attempt to keep 

legitimate clients from getting data or services (David and Ruby, 2004). Moreover, DoS attack, is 
an unambiguous effort to make a computer resource inaccessible by either injecting a computer 
virus or flooding the network with of no use traffic. This means that one computer and one internet 
connection is used to flood a server with packets (TCP/UDP) to the point that such DoS is targeted 
to consume the server’s bandwidth and other resources, this will make the server inaccessible to 
other and thereby blocking the website or whatever else is hosted there (Özçelik and Brooks, 2014). 
The Worldwide Infrastructure Security Report in 2010 (Dobbins and Morales 2010) bring into 
being that DoS attack had gone standard, and network operators were confronting with bigger and 
more endless DDoS  attacks. Attackers might get acknowledgement in the underground group by 
means of bringing down popular sites. Since simple to-utilize DoS devices, for example, Trinoo 
(Dittrich 1999), can be downloaded from the web effortlessly, and as such ordinary computer users 
can become DoS victims. A Distributed Denial-of-Service (DDoS) remains the place where the 
attack source is more than one-and frequently thousand- of single IP addresses. These packets arrive 
in a very large quantity that the resources at the victim like bandwidth, buffers or CPU is quickly 
exhausted (M.OmairShafiq, 2000). 

Illegal perpetrators of Dos attacks regularly aim at websites or organizations facilitated or 
noticeable web server, for instance, banks, charge card; however thought processes of payback, 
extortion or contribution can be behind different attacks. 

DoS attack remains a danger to the web. They diminish the service quality of the internet 
service subsequently it is vital to anticipate or possibly decrease them. To apply countermeasure 
against DoS attacks, or even break them down, the main significant step is to recognize such attack. 

There are many risks that can be faced when being attacked by the malicious code. This is 
problematic as it can lead to the following: 

• The prevention of certain mobile services that the users of the android device need to fully 
operate the system 
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• The inability of the users to utilize the android operating system to its full capacity. 
The proposed system will make use of a two-step filtering process to filter out possible source 

of DoS attacks. The first tier traffic filter will make use of a data bank of known DoS IP addresses 
and match them against the incoming traffic. If there is a match then the incoming packet is denied 
access the system. The second-tier traffic filter approach will employ the use of the drop tail 
algorithm. A data packet size queue will be allocated for incoming traffic. When the queue size is 
filled, all incoming traffic is dropped. This will prevent over congestion of the incoming traffic, thus 
preventing the possibility for any over-flooding of the system network with unwanted traffic. 

 
The main aim of this study is to develop a system that can detect denial of service attacks on 

Android based devices. 
 
2.0   LITERATURE REVIEW 
A DoS attack, is an occurrence in which a client or organization is denied of the service of the 

benefit they would ordinarily hope to have. In DDoS, huge numbers of compromised systems 
(sometimes known as botnet) attack a single target. In spite of the fact that a DoS attack does not 
ordinarily bring about the theft of data or other security loss, it can cost the objective individual or 
organization a lot of time and money. Normally, the loss of service is the inability of a specific 
system service, for example, email, to be accessible or the interim loss of all system availability and 
service. A denial of service attack can likewise destroy programming and files in affected computer 
system. At times, DoS attacks have constrained Websites accessed by a large number of individuals 
to incidentally stop operation (Rous, 2007). With more than 45% of the US offers of cell phones, 
Android is apparently one of the best samples of overcoming affliction of the product business of 
the latest couple of years (Gartner Group, 2011). 

 
ANDROID  
Android is a versatile operating system (OS) as of now created by American organization; 

google, based on Linux, and open source operating system for PC and design essentially for touch 
screen cell phones, for example, smartphones and tablets. Android's customer interface relies on 
direct control, using touch flags that uninhibitedly identify with real exercises, for instance, swiping 
and tapping, to control on-screen object, nearby with a virtual console for content information. This 
suggests that you can without quite a bit of a stretch quest for information on the web, watch 
recordings, chase down headings and make messages on your phone, exactly as you would do on 
your PC, yet there's more to Android than these essential examples. Google has even gone further to 
make Android auto for automobiles, androids wear for wrist watches, and android TV for TVs, each 
with a specific client user interface. Varieties of Android are similarly used on, game console, 
notepads, electronic cameras, and different hardware. As at 2015, Android had the highest 
introduced base of every single operating system (Manjoo, 2015). As at July 2013, the Google Play 
store had more than a million Android applications discharged, and more than 50 billion 
applications downloaded (Open Handset Alliance, 2007). As at April-May 2013, a study conducted 
by compact application architects found that 71% of engineers make applications for android, and a 
2015 evaluation found that 40% of full-time proficient specialists consider Android to be their 
major target stage, which is proportional to Apple's iOS on 37% with both stages far above the 
other. Android's source code is released by Google under open source licenses, even though most 
android gadgets at last ship with a mix of open source and restrictive programming, including 
selective programming fundamental for getting the chance to Google administration (ArsTechnica, 
2013). 

 
3.0   METHODOLOGY 
The proposed system makes use of a two-step filtering process to filter out possible source of 

DoS attacks. 
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The first tier traffic filter will make use of a data bank of known DoS IP addresses and match 
them against the incoming traffic. If there is a match then the incoming packet is denied access the 
system. 

The second-tier traffic filter approach will employ the use of the drop tail algorithm. A data 
packet size queue is allocated for incoming traffic. When the queue size is filled, all incoming 
traffic is dropped. This will prevent over congestion of the incoming traffic, thus preventing the 
possibility for any over-flooding of the system network with unwanted traffic. 

The flowcharts showing the sequence of activities for the Two Tier Approach is illustrated 
below. 

 
 

Figure 1: Flowchart for the two tier approach of the proposed system 
 

Figure 1 shows the flowchart of the proposed system, it function begins by getting IP 
addresses from users who request to access the system. When an IP address is detected by the 
system, the system checks the IP address with the malicious IP addresses stored in the database and 
if there’s a match, the IP address is denied access. And if there’s no match, the system checks the 
traffic queue size available and also checks if the queue size has exceeded the limit given by the 
system, if the limit has been exceeded it should terminate, and if not, it should update the queue size 
counter and display it on the device. 

 
 
ALGORITHM 
The algorithm of the proposed two tier approach to detect denial of service attacks is 

presented below: 
1. Start 
2. Get incoming packet IP address 
3. Check database for match 
4. If found then 
5. Deny packet access to system 
6. Else 
7. Get current traffic queue size 
8. If current traffic queue size > queue size maximum then 
9. Reject incoming packet 
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10. Else 
11. Allow traffic  
12. Update traffic queue size counter 
13. End 
 
SYSTEM ARCHITECTURE 
The system architecture for the proposed system is illustrated below: 

 
Figure 2: System Architecture 

 
From figure 2, it can be seen that the following components make up the system: 
IP Address Checker: Which is used to check if the IP address of the incoming packets can 

be found in the database of IP addresses of know malicious content 
Queue Size Checker: This is used to check if the queue size has been exceeded 
Database: Use to store data on the of IP addresses of know malicious content. 
 
4.0   SYSTEM IMPLEMENTATION 
The researcher proposed a two-tier coordination approach for detecting and mitigating Denial 

of Service attacks on android operating systems. The first tier approach will make use of a traffic 
that filters suspicious traffic for possible flooding.  

The implementation of this approach was demonstrated using a software simulation to show 
the workings of the approach when applied. The software program used to develop the simulation 
was the HTML5/JavaScript (JQuery and Angular JS)- Development Language. The database that 
was utilized for the storage of the traffic packet data was stored using the firebase database system. 

 
4.1 LOGIN INTERFACE 
The login interface is the first interface of the software that the user will interact with. It will 

be used to provide a security layer for the intrusion detection system. The user will have to provide 
security credentials such as the correct username and password before being allowed to gain access 
to the system. The login interface of the system is displayed in figure 3. 
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Figure 3: Login Interface 
4.2 ADD IP ADDRESS 
This module adds the IP addresses of known malicious sites into the system database. These 

IP addresses will be checked by the system against incoming traffic. If a match is found, then the 
system will reject the incoming packet.   

 

. 
Figure 4: IP Address Module. 

 
4.3 PACKET SIZE LIMIT 
The packet size limit was used to define the size of the packet data that will be coming to the 

android device. The limit, once set, will check the traffic packet counter to check if the size of the 
incoming packet has surpassed the packet size limit. In the event that the limit is exceeded, the 
system will terminate traffic so as to avoid traffic congestion which can lead to denial of service. 
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Figure 5: Packet size limit interface 
4.4 VIEW IP ADDRESS MODULE 
This module is used to view the information of the IP addresses of malicious sites that have 

been added to the system database. 
 

 
 

Figure 6: View IP Address interface 
 
 

4.5 TRAFFIC LOG MODULE 
This module is used to view the log of the IP address that has been received via the network 

by the Android Device. 
 

 
 

Figure 7: Traffic Log Module interface. 
 
 

4.6 TRAFFIC MONITOR SIMULATION MODULE 
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This is the simulation window for the Anti- DOS (Denial of service) System. The window 
shows the following information: 

i.  Incoming IP address 
ii. Status of the incoming traffic 
iii. Current packet size  
iv. Packet size limit 
v. Traffic information log showing 
 
The interface was used to demonstrate the researcher’s approach to eliminating Denial of 

Service Attacks on Android Based Systems.  
 
 
4.7 RESULT AND EVALUATION 
The result of the simulation is shown in the traffic information window displayed in figure 8. 
 

 
Fig 8: Blocked IP list 

 
It can be seen that six malicious IP addresses were detected and the system rejected them 

based on the traffic log information. 
When the packet size limit was reached, the network connection was terminated and no more 

traffic was sent to the system. 
In essence this simulation demonstrated the two tier coordination approach for detecting and 

mitigating DOS attacks on android operating systems. 
The suspicious IP address was filtered by checking the incoming IP address against a database 

of know DOS based IP addresses. When found, the traffic packet of that IP address is terminated. 
This constituted the first tier approach 

The traffic queue length was controlled by setting a limit to the size of the incoming packets 
that were to be received from the network. Once the size was exceeded, the network connection 
would be terminated. This constituted the second tier approach. 

With this approach, the researcher has demonstrated a way for the prevention of DOS attacks 
on mobile devices which can be employed by the mobile software developers.  

 
 
5.0   CONCLUSIONS 
This research project was aimed at proposing a two-tier coordination approach for detecting 

and mitigating DoS attacks on Android operating systems. The objective of the research was to 
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implement and demonstrate the approach system using a mobile device simulation. The simulation 
program was developed using the HTML5/JavaScript (JQuery and Angular JS) - Development 
Language to provide the user interface and implement the algorithm of the approach. Firebase was 
used to implement the database that was used for storing data about the malicious DoS IP (Backend 
as a service cloud database). 

The simulation program was tested and was found to be satisfactory as it met the objective set 
out by the researcher. 

As this paper was targeted towards the development of an approach to prevent Denial of 
Service attacks on Android Based devices, it has provided a framework with which future 
researchers can use to implement an actual solution that will run on an android device.  

For further improvement to the system, the database containing signatures of the known DoS 
based sites should be auto-updatable so as to provide up to date information that can be used to 
protect the Android Device. 
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