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Abstract

Security and privacy of information being shared seamlessly in a distributed
environment is very important. Failure to put in place, appropriate safety measure will
give room for vulnerability. In order to ensure a secured information-sharing
environment therefore, Keyed-Hash Message Authentication Code and Secured Hash
Algorithm 256, HMAC-SHA256 was implemented. A Trust Based system that identifies
the malicious nodes in the network and differentiates them from trusted nodes was also
introduced. The trust value of the participating nodes is increased only for every
successful transmission and decreased for those nodes that do not send the data
towards the desired destination. The HMAC-SHA256 algorithm, which provided the
desired results was implemented with Java programming language, HTML and CSS.

Keywords: Network Security, Keyed Hash Message Authentication_Code (HMAC),
Malicious Nodes, Trusted Nodes; SHA-256

INTRODUCTION

In recent times, information is fundamental for basic operations in every home, institution,
organization and the society at large. Information involves computers, networks and communication
media which are used to transmit the data from one point to another. Routing in a distributed
network has become a big challenge to network security and there has been various studies and
many researches in this field are attempting to propose more secure approach to it.

Verifying the integrity and authenticity of information is a prime necessity in computer
networks as sensitive information are resident on computers and their networks. Message
authentication is a process that allows communicating parties to verify that received messages are
authentic. The two important aspects are verifying that the contents of the message have not been
altered and that the source is authentic. Message Authentication Code (MAC) is a widely used
technique for performing message authentication and this algorithm is not reversible unlike
encryption/decryption algorithm.

In recent years, there has been increased interest in developing a MAC derived from a
cryptographic hash code, such as MD5, SHA-1 and SHA-2. The security of any MAC function
based on the embedded hash functions depends on the cryptographic strength of the underlying hash
function. In this work, the cryptographic hash function used is SHA256- Secure Hash Algorithm,
thus HMAC-SHA256 algorithm with a designed Trust Based System. This algorithm was evaluated
to determine its effectiveness and efficiency.
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Wide Area Networks (WANS) are of great significance to network technologies (Vishal et.
al., 2012). Many consequent security issues are associated with WANSs, Bluetooth and cellular
networks as they gained popularity in computer and business industry. Private and public
environments enjoyed common access of WAN systems like IEEE 802.11 networks. Mobility and
flexibility are some of the benefits of WAN (Guido, 2011). Compared to the traditional wired LAN,
users enjoy more freedom for accessing the network, but such benefits also come with several
security concerns.

Risks of wired networks and the new risks are all the security concerns in wireless
environments posed as a result of mobility. To mitigate these risks and secure the users from
eavesdropping, organizations have deployed several security mechanisms (Bulbul, Batmaz & Ozel,
2008). The basic WAN security mechanism is Wired Equivalent Protocol (WEP). WEP is an
encryption algorithm that was designed in 1999 along with 802.11b standard to offer security
wireless networks (Alexander & Albert, 2009). It employs RC4 (Rivest Cipher 4) algorithm from
Rivest Shamir Adleman (RSA) data Security. In 2003, WEP was superseded due to the several
serious weaknesses that were identified by cryptanalysts and that brought about the invent of Wi-Fi
Protected Access (WPA) and then by the full IEEE 802.11i standard (also known as WPA2) in
2004.

In spite of the serious security flaws, WEP still offers a minimal level of security to networks.
Institute for Electrical and Electronics Engineers (IEEE) 802.11 is a set of Wireless LAN standards
developed by working group 11 of the IEEE 802 committee (Guido, 2011). The first 802.11
standard was released in October 1997 and revised in March 1999 as 802.1lb. The security
mechanisms for secure communications on 802.11 wireless networks have been developed in the
following chronological order (SANS,2010); Wired Equivalent Privacy (WEP), Wi-Fi Protected
Access (WPA) and 802.11i (WPA2).

The use of the Advanced Encryption Standard (AES) is a more secure alternative to the RC4
stream cipher used by WEP and WPA (Tews & Beck, 2009). The WPA2 standard consists of two
components, encryption and authentication which ensure security in WAN (Talegao, 2013). The
encryption piece of WPA2 mandates the use of AES (Advanced Encryption Standard) but TKIP
(Temporal Key Integrity Protocol) is available for backward compatibility with existing WAP
hardware (Prasithsangaree & Krishnamurthy, 2003). WPA2 (along with WPA) resolved
vulnerabilities of WEP to “hacker attacks such as ‘man-in-the-middle’, authentication forging,
replay, key collision, weak keys, packet forging, and ‘brute—force/dictionary’ attacks” (Swati &
Shilpi, 2012).

HMAC-SHA256 ALGORITHM

As encryption ensures only the confidentiality of the data being sent, a digital signature which
is another security technique ensures other security goals like data authentication, non-repudiation
and data integrity (Dilli & Chandra, 2014).

Hashing can be used in place of the digital process in long data or messages. In this, the data
or message is passed through an algorithm called cryptographic hash function or one way-hash
function (SHA256) before signing. Hashing creates a compressed image of the data in the form of a
hash value or message digest which is usually unique and much smaller than the message. Any
change made to the message produces a different hash result even if the same hash function is used.

Definition of HMAC-SHA256

HMAC-SHA256 defined as:
HMAC (K,m) =H(K @ opad) || (K @ ipad) || m))
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which uses the following parameters:

H = cryptographic hash function = SHA256
K = secret key

m = message

|| = concatenation

@ = exclusive OR

opad = outer padding

ipad = inner padding

The Trust Based System

The Trust Based System identifies malicious nodes in the network and differentiates them
from the trusted nodes by providing a trust value to the participating nodes. For every successful
data transmission, the trust value increases but decreases for nodes that do not send data to their
destination or whose data has been altered or tampered with. This system in addition to the HMAC-
SHA256 algorithm provides additional security to transmitted data. The trust based system gives a
trust value of every node on the network. The trust value of a node or nodes increase if there is no
attack on the sent data, this means the nodes are not malicious but decreases if malicious nodes
exist.

EXPERIMENTAL RESULT AND ANALYSIS

As the program initializes, “localhost: 8080/view’ is typed in the web browser to bring up the
front end of the application. Client and server nodes are created. In the client node, the column for
the user-name, credentials, messages and the trust value are created while on server node, name and
user’s credentials are created.

Once a user registers on the client node, the server node checks if the client’s HMAC
signature is the same as the registered HMAC signature on the server, if the two HMAC signature
matches, then its packets are transmitted but if the client and the server’s signature do not match,
then the data or packets are considered malicious. And once a node is detected to be malicious, its
trust value decreases to a negative but increases otherwise.

The study has shown that out of the one hundred nodes wused, nodes:
19,10,32,33,40,41,43,45,47,49,82,83,84,85,94,95,97,98,86,87,88,89,90,91,92,93,96,99 and 100 act
maliciously while nodes: 17, 18, 5, 11, 4, 12, 3, 20, 2, 9, 15, 1, 8, 16, 7, 13, 6, 14, 30, 31, 34, 35, 36,
37, 38, 39, 42, 44, 46, 48, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 67, 68, 69, 70,
71,72,73,74,75,76, 77,78, 79 and 80 transferred data successfully and securely.

Two nodes- node 19 and node 10, are considered malicious while others are trusted nodes.
The study of the second set of 10 nodes gives: Keyed-Hash Message Authentication Code with
Secure Hash Algorithm 256, HMAC-SHA256, was successfully implemented in a distributed
network with the Trust Based System differentiating the malicious and non-malicious nodes in the
network by reducing the trust value of any tampered node on the network. With this, more secure
data can be transmitted in the network thereby accomplishing the aim of data authentication and
data integrity.

The extension of the authentication process used by WPA2 from just passphrase and
encryption using the HMAC-SHA256 algorithm with Trust Based System was achieved. With the
implementation of the above processes, data authenticity and data integrity are assured in a
distributed system.
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Data Authentication with HmacSha256 Algorithm.
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Figure 1. The second set of 10 nodes studied

As shown in Figure 1, Start Dispatch button, Stop Dispatcher button, Reset Dispatcher button,
Add node button and Make Malicious button are used to give room for interactivity. Start Dispatch
button is used to initiate sending of data packets from one node to the other. Reset Dispatcher
button on the other hand terminates sending of the data packets in client’s nodes. Reset Dispatcher
button refreshes both the client and the server nodes while Add node button allows addition of
desired number of nodes for the setup. Finally, Make Malicious button is used to make a node or
more nodes to be malicious.

In the implementation, client and server nodes are also created. In the client node, the column
for the user-name, credentials, messages and the trust value are created while on server node, name
and user’s credentials are created. Once a user registers on the client node, the server node checks if
the client’s HMAC signature is the same as the registered HMAC signature on the server, if the two
HMAC signature matches, then its packets are transmitted but if the client and the server’s signature
do not match, then the data or packets are considered malicious. And once a node is detected to be
malicious, its trust value decreases to a negative but increases otherwise.
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Figure 2. Graphical representation of the second set of 10 nodes
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It is shown from the graph that three nodes are malicious while others are not. This means that
data sent to these malicious nodes have been tampered with or altered.
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Figure 3. Output representation of nodes 40-50

Figure 4. Graphical representation of nodes 40-50
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In the graphical representation of nodes ranging from 40 to 50 of Figure 4, six nodes are seen
to be malicious while four node are not.
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Table 1. Tabular representation of nodes 51-61

Hodes Trust valne
User 51 241
User52 244
User53 243
User54 243
User55 81
User56 243
User5T 242
User58 241
User59 242
Usentl 244
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Figure 5. Graphical representation of users ranging from 51 to 60.

From Figure 5, only one node - User 55, is seen to be insecured while others are secured.

Client Node Data Server Node Data

I Name [ Credential [ Message [ Trust value I Name [ Credential

s pei
user-40 secret-40 user-40 823 user-40 secret-40
user-41 secret-41 user-41 825 user-41 secret-41
user-39 secret-39 user-39 823 user-39 secret-39
user-3 secret message-5 823 user-3 secrets
user-33 secret-33 user-33 823 user-33 secret-33
user-77 secret-77 user-77 825 user-77 secret-77
user-4 secretd message-4 825 user—4 secretd
user-34 secret-34 user-34 823 user-34 secret-34
user-78 secret-78 user-78 823 user-78 secret-78
user-3 secret3 message-3 823 user-3 secret3
user-31 secret-31 user-31 823 user-31 secret-31
user-75 secret-75 user-75 823 user-75 secret-75
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Figure 6. Trust values of nodes ranging from 61 to 81

In the output representation of nodes 61 to 81, there has been successful transmission of data
up to user 53 but user 80 gave an error message implying that the user client’s HMAC signature and
its server HMAC signature do not match. The output is tabulated in Table 2 and its corresponding
graphical representation is provided in Figure 7.

Table 2: Trust value of nodes 61 to 81
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Figure 7. Graphical representation of nodes ranging from 61 to 81

Table 3. The tabular representation of the last set of nodes
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Figure 8. Graphical representation of nodes ranging from 81 to 100
CONCLUSION

From the above study, nodes 19, 10, 32, 33, 40, 41, 43, 45, 47, 49, 82, 83, 84, 85, 94, 95, 97,
98, 86, 87, 88, 89, 90, 91, 92, 93, 96, 99 and 100 acts maliciously based on various characteristics
exhibited at the implementation stage while nodes 17, 18, 5, 11, 4, 12, 3, 20, 2,9, 15, 1, 8, 16, 7, 13
6, 14, 30, 31, 34, 35, 36, 37, 38, 39, 42, 44, 46, 48, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63,
64, 65, 67, 68, 69, 70, 71, 72, 73, 74, 75, 76, 77, 78, 79 and 80 are the trusted nodes.

This implies that HMAC-SHA256 Algorithm with Trust Based System as proposed and
demonstrated is capable of enhancing data authentication and data integrity. This was achieved by
detecting the untrusted nodes and separating them completely from the trusted ones.
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